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We introduce a framework for providing graphical security proofs for quantum cryptography using
the methods of categorical quantum mechanics. We are optimistic that this approach will make some
of the highly complex proofs in quantum cryptography more accessible, facilitate the discovery of
new proofs, and enable automated proof verification. As an example of our framework, we reprove
a recent result from device-independent quantum cryptography: any linear randomness expansion
protocol can be converted into an unbounded randomness expansion protocol. We give a graphical
exposition of a proof of this result and implement parts of it in the Globular proof assistant.

1 Introduction

Graphical methods have long been used in the study of physics and computation. In physics, this can be
traced back as least as far as Penrose’s use of diagrams [26]. During the last decade of the twentieth cen-
tury, rigorous methods for graphical reasoning in monoidal categories were developed by Joyal, Street,
and others [19, 30]. When Abramsky and Coecke proposed monoidal categories as an alternative foun-
dation for quantum physics [4], they were able to draw from these technical developments to introduce
an elaborate graphical language for reasoning about quantum mechanical concepts. Since then, the use
of rigorous graphical methods has been extended widely, ranging from foundations [4] to quantum algo-
rithms [34], quantum error correction [8], and beyond [10]. The great success of graphical methods in
the quantum sciences is largely due to their ability to deal with elaborate concepts in a simple way. This
is especially true when compared to the standard methods involving linear operators acting on Hilbert
space.

Quantum cryptography, the study of cryptographic protocols that are based quantum mechanical
principles is an ideal candidate for graphical analysis. Indeed, proofs in quantum cryptography are
often long and complicated even when the central idea of the proof is relatively clear. Pictures are
regularly used as a conceptual aid in discussions of quantum cryptography but it would be beneficial —
both for accessibility and for mathematical rigor — if proofs themselves could be expressed as pictures.
For this reason, we believe that the field of quantum cryptography will benefit from the introduction of
the abstract methods of categorical quantum mechanics [[11}[12].

To our knowledge the use of graphical methods to formalize quantum cryptography is new, although
there are related attempts which offer inspiration. Non-graphical frameworks for information processing
are provided in [21} 29] (the former for cryptography in general, the latter for quantum information
protocols). Category theory is used to formalize classical cryptography in [25]. Finally, a framework for
reasoning with quantum cryptography is introduced in [9] but the pictures are used as a visual aid rather
than a method of proof.

ISee Section 12.6 of [24] for an introduction.
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2 Graphical Methods in Quantum Cryptography

Our goal therefore is to initiate a pictorial theory for quantum cryptography that is both accessible
and rigorous. The intention is that enough information is given in proofs that the logical meaning of each
step is clear, while any unnecessary details are left “under the hood” so that the proof remains clear and
simple. This makes makes proofs easily understandable to a reader and also enables proof verification.

As a first test case, we study the problem of device-independent randomness expansion. One of the
recent major achievements of quantum cryptography has been the proof that random numbers can be
generated with devices that are completely untrusted [[13} 27, [33] 28] [18] [15 23} 22} [17} |5 [7]]. Precisely,
two untrusted quantum devices, together with a perfectly random seed of length N, can be manipulated
by a classical user to generate a perfectly random output of size f(N) > N with negligible error See 3]
for a gentle introduction to this topic and [31] for a discussion of possible implementation.

Recent work [15, 19} 23]] showed an extension: one can take two copies of such a randomness expan-
sion protocol (using different devices for each copy) and cross-feed them to achieve an arbitrary amount
of randomness generation from a fixed seed. Proving the security of this extension is not easy (indeed,
the paper containing the first proof [14] was 36 pages long). Here, we give a fairly compact proof of
this extension (based on [9, 23]]) using a graphical language. Explicitly, we prove graphically that any
secure protocol for linear randomness expansion implies a secure protocol for unbounded randomness
expansion.

A great benefit of graphical proofs is they are highly amenable to computer verification. The Glob-
ular proof assistant software [6] carries out category-theoretic proofs, using diagrams that are easily
compatible with [[11, [12]]. To further demonstrate the utility of our work we implemented the proof of
unbounded randomness expansion in Globular. The proof is available as a video at [[1].

This extended abstract is organized as follows. In Section[2]we formalize a language for dealing with
quantum processes, building on [11} [12]] and adding some new elements. Section [3] provides the formal
basis for quantum cryptographic protocols that are based on untrusted devices. In Section 4] we give the
proof that linear randomness expansion implies unbounded randomness expansion, and comment on our
use of computer-assisted proof software. We conclude and discuss future work in Section 5

2 Fundamentals

In this section, we briefly review useful techniques and concepts. First, we describe the graphical lan-
guage of categorical quantum mechanics. Next, we introduce a notion of distance between diagrams.
Finally, we define the process of symmetric purification. For further details the reader is encouraged to
consult [[11, [12] for categorical quantum mechanics and [36]] for notions of distance relevant to quantum
information theory.

2.1 The graphical language of categorical quantum mechanics

Throughout, O denotes a collection of finite-dimensional Hilbert spaces, each with a fixed orthonormal
basis. We assume that O is closed under tensor products (i.e., if V,W € O then V@ W € O) and that O
contains a space of dimension n for every non-negative integer n. We sometimes refer to the elements
of O as types or registers. We say that f is a process of type V. — W if f is a linear operator V — W. It
is represented by a box labelled f whose input and output wires are labelled with the types V and W as

2The protocol includes a classical test by which the user decides whether the protocol “succeeds” or “aborts.” The security
claim is that if the “success” event occurs, then f(N) uniformly random bits are generated. See Section
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follows.

14

Note that diagrams are read from bottom to top. The identity operator is a process represented by a
box-less diagram (below, left). The tensor and composition of processes are respectively represented by
the vertical and horizontal composition of diagrams (below, center and right).

w
W/
v
v
U

Note that two processes can be vertically composed only if their types are compatible. A process with
no input wires is a state. A state v of type V should be interpreted as a vector in V and is represented
by the first diagram below. The conjugate, transpose, and conjugate-transpose (i.e., adjoint) of v are also
depicted below (second, third, and fourth diagram respectively).

;4 6

The adjoint of a state (above center) is also called an effect. A process with no input and no output is a
number. Because they will play an important role below, we introduce special notations for the uniform
vector (%, %, ceey %) in a space V of dimension n (which we represent by the gray node on the left below)

and for real numbers r € [0, 1] (which we represent by the diamond on the right below).

Lv ;
The diagrams introduced so far are classical. A quantum type or register is an element Q of O of the

form Q =V ®V. To graphically distinguish them for their classical counterparts, quantum states, effects,
and processes are drawn with thick lines as in the diagrams below.

L&y



4 Graphical Methods in Quantum Cryptography

Quantum states correspond to density matrices. A quantum state v is pure if it is of the form v ® v with
|lv]| = 1. Graphically, a quantum state is pure if it satisfies the diagrammatic equality below.

! Y = 1% 14
A mixed quantum state of Q is an element of the form ¥, v; ®V; satisfying ¥; ||vi||* = 1. A subnormalized
mixed state is only required to satisfy ¥, ||vi[|* < 1. Unless otherwise specified, the word “state” refers
to a normalized mixed state. In what follows, we always assume that quantum effects correspond to

positive semidefinite operators with operator norm < 1. That is, if B is a quantum effect and ¥ is any
compatible quantum state then

0 e [0,1].
VA

A process ¥ from a register Q to another register R is a linear homomorphism such that for any state
Y of QO ® Q, the diagram below represents a state. That is, processes correspond to completely positive
trace-preserving maps.

R

0

A diagram in which every element is labelled denotes a linear map. A diagram in which some
elements are unlabelled denotes a set of linear maps. For example, the diagram

le
denotes the set of all (normalized mixed) states of Q. A single unlabelled wire denotes the set of all
identity functions {Idy: V — V |V € O}. In general, a diagram denotes the set of all processes that can

be expressed in the form shown in the diagram.
We will use the picture element Q to denote an arbitrary element of [0, 1].

2.2 Approximations

In what follows, we will need to be able to discuss the distance between certain processes. We therefore
introduce a relation between diagrams which captures the appropriate metric (half of the diamond norm,
see [36] for further details).
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Definition 2.1. If ¢, d, and € are real numbers, we write c =¢ d if |c —d| < €. Now let ¥ and ¥’ be two
processes of the same type. We write ¥ =¢ ¥ if for all states P and effects J3,

AN
S

If we restrict the processes X and ¥’ to be states (i.e., to have no inputs) then £ =, ¥’ if ¥ and ¥/
differ by no more than 2¢€ in trace distance. It can be verified that the notion of approximation defined
above satisfies the triangle inequality: if ¥ =, ¥’ and ¥’ =45 £, then £ =, 5 X". Next we generalize the
notion of distance between processes to a notion of distance between sets of processes. (The reader can
compare the next definition to the notion of approximation in [21]], which is similar.)

Definition 2.2. Let A and B be two sets of processes, all of which have the same type. We write A C¢ B
if for every a € A, there exists b € B such that a =¢ b. Moreover, we write A =¢ Bif BC; Aand A C¢ B.

Note that the symbol =, is used to denote a relation between numbers, a relation between processes,
and a relation between sets of processes. However, it will always be clear from the context whether
numbers, processes, or sets of processes are being compared so that no ambiguity should arise from this
slight abuse of notation.

2.3 Symmetric purification
If ¥ is a state of classical-quantum register CQ, then a symmetric purification of ¥ is a state

o\c p [c

where ¥’ is invariant under swapping the input wires C <+ C’',Q <+ @', and is such that for any state ®

satisfying L
o\C |g 7 B o\c
“ *

o\c r /D

there exists a process o satisfying

The symmetric purification exists and is unique — an expression is given by equation (7) of Appendix [Al
If ¥ is a quantum state on a register Q, then the symmetric purification is a purification (in the
traditional sense) of W. If W is a classical state on a register C, then the symmetric purification of ¥
simply results from copying the value of C into an additional registerﬂ
The following proposition follows from standard techniques and is proved in Appendix [A]

3This is a small abuse of terminology, since the purification of a classical state is not itself “pure” in the standard sense. We
are using the term “purification” here because the symmetric purification of a classical-quantum state has properties analogous
to a purification of a quantum state.
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Proposition 2.3. If'V, ® are states that satisfy ¥ =¢ ®, and V', ®’ denote their symmetric purifications,
then V' = 5 @' O

Note that, by the definition of symmetric purification, it suffices in Definition 2.1]to let ¥ vary over
symmetric purification states.

3 Untrusted quantum processes

An untrusted quantum protocol is represented by a diagram in which all of the quantum processes are
unlabelled and all of the classical processes are labelled. We discuss an example of such processes and
then give a definition of the more specific class of device-independent quantum protocols.

3.1 Example: Quantum strategies for nonlocal games

A nonlocal game is a game played by k > 2 parties in which the players are given random inputs
X1, ..., Xy, respectively, according to some fixed joint probability distribution, and they produce outputs
Aj,..., A, and these outputs are scored as L(Xj,...,X,Ay,...,Ax), where L is a deterministic function
that maps to {0, 1}. An example (the Clauser-Horne-Shimony-Holt game) is given below.

The effect at the top denotes the map ((C2)®4 — C representing the Boolean function (A,X,Y,B)
(A®B =X AY). This game is a building block for the randomness expansion results that we will
consider in section 4l

3.2 Device-independent quantum protocols

Definition 3.1. A device-independent protocol with 2 quantum devices is a diagram of the form

where ® is constructed from the following subdiagrams.
1. Communication between devices. An untrusted process transferring information (one way) from
one of the two quantum registers to the other:

Qi



S. Breiner, C.A. Miller & N.J. Ross 7

2. Deterministic classical functions. A deterministic function is applied to the register C.

3. Failure. The value of the classical register C is checked to see if it lies in a chosen subset S; if it
does not, the protocol aborts.

4. Giving input to a device. A deterministic function is applied to C and the result is given to one the
devices.

Here, F denotes a (trusted) deterministic function.

5. Receiving input from a device. Classical information is received from one of the devices.

Device-independent protocols are sets of linear operators. Device-independent protocols can be com-
posed (i.e. the output quantum states of one protocol can be given as inputs to another, which corresponds
to re-using the devices from the first protocol in the second).

4 Randomness expansion

4.1 Linear randomness expansion

We can now phrase security results on device-independent randomness expansion [[13] in terms of dia-
grams. A device-independent randomness expansion protocol accepts a seed and returns a larger output.
Security results for such protocols consist of asserting that if the seed is uniformly random, then except
with negligible probability, the output is also uniformly random.

The protocols that we consider for randomness expansion consist of iterating 2 untrusted devices
many times, and sometimes at random playing a nonlocal game (such as the CHSH game) to test that the
devices are behaving properly (see Figure 2 in [[23] for an example). For the purposes of our discussions
here, we need only to assert that secure randomness expansion protocols exist.

A simple way to assert security for a 2-device randomness expansion protocol R is to say that when
the protocol succeeds, its classical output by itself is approximately uniform, i.e.,

4Mathematically, this process is the map ¥ p;c; — Y espici.
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(Here we have compressed the two device states of R into a single thick wire, and we are using the labels
M and N to specify the dimensions of the classical wires.) But it is preferable to have a stronger assertion:
we wish to know that the output of the protocol is also approximately uniform when conditioned on the
seed and on any quantum information entangled with the devices. The following theorem captures this
stronger assertion.

Theorem 4.1 (Spot-check protocol). There exist device-independent protocols R(1),R(2),R(3),...,
where R(N) has classical input dimension N and classical output dimension 2N, and there exists a
function € = €(N) € 27N, such that the following holds.

1. Soundness.

= N |2n )

2. Completeness.

€ (3)

Proof. This is a special case of results from, e.g., section 2 of [23]E] 0

“Soundness” asserts that the protocols R(N) must either produce random numbers or fail. “Com-
pleteness” asserts that there exist processes which will make R(N) succeed with probability approaching
1. We deduce a corollary of this result which will be more convenient for later proofs. First note that the
symmetric purification of the diagram on the right of (2)) has the form

s

Therefore by Proposition [2.3] for any symmetric purification state ¥,

O
V4

SIn [23], a protocol is presented which includes a parameter ¢ > 0 such that the protocol obtains Q(N) random bits from
a seed of size O(Nglogq +log?N), with error O(2~2(@N)). By taking ¢ to be some sufficiently small constant we obtain

Theorem
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We then have the following corollary, which is expressed in terms of processes rather than in terms of
states, and which will serve as a lemma in the proof of unbounded expansion.

Corollary 4.2 (Spot-check lemma). There exists € € 2~%W) and sets of processes C(1),C(2),... such
that

4.2 Unbounded randomness expansion

Now we discuss a graphical proof of unbounded (rather than linear) randomness expansion. As a pref-
ace, note that if we were to assume Corollary and we wish to prove linear randomness expansion,
there is an easy (and easily generalized) way to do so. The correlation procedure C(N) is completely
positive and trace-preserving, which means that it is a causal process in the terminology of Kissinger
[20]]. Diagrammatically, this means that discarding the output of C is equivalent to simply discarding its
inputs and never running the process at all:

177

“)

By combining this observation with the spot-check lemma, one can easily recover the statement of theo-
rem

Next, we would like to apply the spot-checking protocol and lemma repeatedly, in order to obtain

unbounded randomness expansion. Naively stacking R(N) operations atop one another does not work,

but [[15, 19, 23] observed that we can still obtain unbounded randomness via spot-check by employing a

pair of devices and alternating which device is employed in the protocol. In effect, the second application

of the protocol wipes out any correlation with the first device, which may then be used in the third step

to erase correlation with the second, and so on.
Formally, we iterate the following derived protocol S(N):

4N

By abuse of notation, we let S(N)¥ denote the iterated composition of S(N),S(2N),...,S(2"'N).

Theorem 4.3. The spot-check protocol, together with two untrusted quantum devices, can be used to
generate unbounded randomness from a uniformly random initial seed by applying the S(N) protocol an
arbitrary number of times and discarding the quantum devices at the end. More specifically, for fixed k,
there exists a function € € 2-%WN) such that the following approximate inclusion holds:
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Proof. The principal difficulty in achieving unbounded randomness expansion is that the argument from
causality requires a uniform input to R(N) and a discarded output for C(N), but here these are separated
by additional layers of the S(N) protocols. Our strategy is to first apply the spot-check lemma 2k times,
working our way up from the bottom. Once we reach the top, we can then apply causality in order to
complete the proof.

Since the input to overall protocol is uniformly random, it is clear that we can apply the spot-check
lemma to the first application of R(N). Now consider an intermediate step in the proof, as depicted
below. By sliding boxes past wires and applying symmetry of the Bell state, we can move the application
of R below that of C. In particular, the input to R is now uniformly random, so we can again apply the
spot-check protocol. Finally, we slide boxes again so that the second application of C is above the first
(not pictured).

2€+2N

Proceeding in this fashion, we can convert applications of R(N) to applications of C(N), one by one,
until we reach the top of the diagram (32). At this point, we will have discarding operations immediately
following the last two correlation protocols C(2¥"!N) and C(2¥~!N); applying causality disaggregates
the inputs to these processes and leaves a free wire (i.e., a Bell state with both sides discarded). In
particular, the so-called bone equation allows us to remove these unattached wires.

2(+2N

I
z "
—
—
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This again leaves two discards attached to the next layer of C(N) operations; inductively, we elim-
inate all of them in this way. When we are done, all that is left is the right-hand side of (32), together
with some additional free strings (those for even values of £), which can again be removed, yielding the
theorem.

The error terms accumulate (via the triangle inequality), but since

oo

fe2 N — Y f(2iN) € 27N) (5)
i=1

the total error remains exponentially small in N. O

Theorem |4.3|asserts soundness for S(N)¥. Completeness for S(N)¥ follows easily from completeness
for R(N) and fact (5)) above.

4.3 Formalization

In addition to their intuitive appeal, the graphical structures of categorical quantum mechanics are
amenable to computer formalization. In the long term, this will be critically important for managing
the complexity of medium and large scale security proofs. In this respect, computers can play a number
of roles including validation and verification, copying and reuse and proof search and discovery.

As part of our investigations, we have produced a (semi-)formal verification of our proof using the
Globular proof assistant [6] for the case k = 2. The reader can find and explore the Globular proof at
[2], and a video is available at [[1]. The Globular proof assistant [6] provides a system for creating string
diagrams proofs, based on the perspective of higher-dimensional re-writing. In this project we used the
system to prototype our arguments, and found the tool quite useful despite a number of rough edges.

In Globular, one begins by declaring generators, atomic components which can be joined together
into more complex diagrams. These generators come in several dimensions; strings in dimension 1
(classical, quantum), processes in dimension 2 (spot-check, correlation), and equations in dimension 3
(spot-check lemma, causality). More general protocols are complex two-dimensional diagrams. Proofs
become three-dimensional diagrams, though we often think of them in as a “movie” of slices which
traces through the diagrams of the proof.

In this case, we used Globular to prototype the proof of theorem In particular, we used it to
prototype and validate the general strategy of our proof in the case k = 2. Figure [I] shows part of the
sequence of Globular diagrams in our proof of theorem[4.3|for k = 2; the entire proof involved 212 steps.

:
u

0 1 2 3 4 210 211 212

P
PO

i
I
I
l

_/ _/ _/

Figure 1: Steps in a Globular proof of theorem [4.3|for k =2
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We found several significant benefits to building proofs in Globular. As diagrams become more com-
plex, our ability to manipulate them with pen and paper is limited. Globular automates the management
of diagrams, allowing for easy reuse and undo.

The proof assistant also “type-checks” the user, admitting only valid constructions and proof. This
allows the user to explore the space of possible diagrams and proofs without accidentally introducing
errors. This will be particularly important for learning because it permits a focus on concepts over
calculation.

More generally, formalization serves to identify gaps in our reasoning. In this case, we first identified
the graphical form of the spot-check lemma (equation and the final form of theorem By trying
to prove the theorem in Globular we first validated the back-and-forth approach described in the proof of
our theorem, but also showed that it was insufficient to yield our desired result. This, in turn, helped to
identify the role of causality in our argument.

Overall, we found the Globular proof assistant to be quite helpful in prototyping and managing our
arguments, although some issues (such as needing many individual steps to accomplish simple opera-
tions) limit its practical application. Improvements to such tools both in underlying computation and
representation and in user interface would be valuable areas for future research.

5 Conclusion

Our graphical proof of unbounded expansion was based on two central steps: one was the application
of the spot-checking lemma.2] and the other was the principle of causality. Causality is an elementary
step in symbolic proofs for quantum information, but in case of our graphical proof it is an important
manipulation.

We have used the tools of categorical quantum mechanics to give a streamlined proof that unbounded
randomness expansion can be obtained via the spot-checking protocol. We hope to have convinced the
reader of the usefulness and potential of graphical methods in quantum cryptography for proof expo-
sition. Also, when graphical proofs are appropriately created they also open the door to automated
proof-checking. Our experience using the Globular proof assistant can be seen as interesting case study
in the usefulness of the software and we hope that our experience can motivate future work.

Our goal for later work is to develop a language for quantum cryptography that allows a wide range
of translation of old results and proofs of new results. Some proofs (including unbounded randomness
expansion) seem easiest to understand in graphical form, while others (such as Proposition [2.3) may be
most accessible as algebraic proofs. Thus an ideal framework would allow easy translation back and
forth between algebraic and graphical expositions.
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A Proof of Proposition 2.3

In this section we revert to standard notation for quantum systems. The state W can be written as a density
operator

v = Zyc,-> (cil@M;, (6)

where {c;} is the standard basis for ¢; and M; are positive semidefinite operators on Q;, where Q =
01 ® Q1. Then, the symmetric purification for ¥ is given by

v = Z|ci> {ci] ‘c;> <c:‘ (Vec\/AZ) (Vec\/lvi)*, @)

where Vec(X) denotes the vector Y, ;x;; ‘qiq 77, where {g;} denotes the standard basis for Q; and X =
Y xijlai) <qj‘. If & is such that

Y = o, ®)
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then
-2, < 2,
and therefore if we let

@ = Y |ei)(ci|oM],
i

we have

S lw-u], < 2.
i
By Lemma 3.37 from [Wat17], we have

%

2
< 2e.
2

For any i,
| (Voo (Ve /B — (Vee /) (Vee IR
H (Vecv/M;)(Vec/M;)* — (VCC\/M)(VGC\/AZ)*

Vecy /M

IN

|| Veev/M|| Vec\/AZ-—Vec\/ﬁi’ +

15

©))

(10)

11

(12)

1 + H(Vecx/ﬁz)(\’ec\/lz-’)* _ (Vec\/jlzf)(Vec\/j\Z()*

Vecy/M; — Vecy /M|

Therefore, applying the Cauchy-Schwartz inequality, the trace distance between the symmetric purifica-

tions of @ and ¥ is upper bounded by

¥ (Iveev +

1

Vecy/M! > ’

Vecy/M; — Vecy /M|

IN

)y

i

v <HVeC\/1\7,‘H+’

\_i

Ve, /1 )2]

Vecy/M; — Vec\/ M.

IN

Vecy/M!

\ :2," (2 ||Vec\/]\7,~H2+2

< Vv4-2g,

)

as desired.
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